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This Issue: 

Theft of Vehicles by Relay 
Attack 
Possible Solutions   

PERSONAL 

COMPUTING 

In the video footage released by the West 

Midlands Police (posted by the BBC) it can be 

clearly seen that the gang members do not have 

to enter the premises to use the vehicles 

legitimate key to steal the vehicle.   

SOLUTIONS 

AGAINST  

VEHICLE CRIME 
Solutions provided by system 

manufacturers to combat vehicle 

crime are assisted by the creation 

and maintenance of standards. 

This enables countermeasures to 

be verified to show that they do 

work. It also allows for 

modification of the 

countermeasures where the 

systems need to be modified for 

other vehicle types and changes 

made by the criminals  

First seen in Moscow back in 2006 the problem of relay attack has 

gradually come to the west and has become a growing threat to so 

called keyless vehicles in an ever-increasing crime wave. 

The relay tool equipment used by the criminals started out as large 

and ‘’home made’’ with the biggest obstacle being electrical power. 

But as manufacturers in Eastern Europe started to mass produce 

these tools and other products (OBD key programmers) the size, 

cost and quality changed dramatically. This allowed the equipment 

to be used by organised crime gangs who could conceal the 

equipment easily and use it knowing that 99 time out of a 100 it 

would work. 

With the advent of equipment now being produced in China the 

equipment has become cheaper again making it far easier to 

acquire. 

Some vehicle manufacturers are working on countermeasures to 

safeguard their vehicles, but until they can introduce them the 

aftermarket industry are best placed to assist with additional or 

other solutions immediately. 

Organised Criminals Exploring  
Opportunities. 
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http://www.bbc.co.uk/news/av/uk-42132804/relay-crime-theft-caught-on-camera


 

Mechanical Solutions 
 
Fitting a verified mechanical 

steering or other mechanical 

Immobilser system that has been 

verified to function correctly. This 

is not only a mechanical 

deterrent but also a visual one. 

 

Aftermarket Immobiliser 
 
As the layers of protection on a 

modern keyless vehicle are now 

controlled by the key. The fitting of a 

verified Aftermarket Immobilser 

system that has been verified to 

function correctly and is safe to install 

will help put back the layers of 

protection that have been eroded and 

designed out. As it is not part of the 

vehicles OEM system it will not be shut 

down should a relay attack take place 

against your vehicle. 

 

 

Anti-Scan Wallet 

 

 

 

 

 

Transmitting Radio Frequency from key 

remotes is not new, however remote key 

signal extender devices are now more 

affordable and accessible. 2 electronic 

devices are used, 1 placed by the house 

or where the OEM key is and the 2nd 

device is held by the car. The remote key 

signal is then collected and transmitted, 

hence how key-less start vehicles are 

vulnerable to this threat. By placing your 

key in a verified Anti-Scan Wallet your 

key is “cloaked” and will prevent this 

method of attack 

Possible Solutions Available Now 

Vehicle Tracking Systems 

 
Vehicle tracking systems are mostly 

recovery tools should your vehicle be 

stolen. Some will interact with your 

vehicle and allow other functions to be 

used. 

Remember a verified system should be 

used at all times especially for your type 

of vehicle. And only some will get police 

response should it be required (when 

police are able). 
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